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Presenter Notes
Presentation Notes
Wenn heute eine Produktionslinie stillsteht, ein Umspannwerk ausfällt oder ein unbefugter Zutritt erfolgt, entsteht der Schaden meist nicht durch die Kamera, die fehlt. 

Der Schaden entsteht durch Produktionsausfälle, Sicherheitsrisiken für Mitarbeiter, Lieferverzögerungen, Compliance-Verstöße und Reputationsverluste.

Wir sprechen heute darüber, wie Unternehmen ihre kritischen Prozesse, Menschen und Assets schützen und warum Axis ein starker Partner hierfür ist


Axis Ansprechpartner

Oliver Brombey
Key Account Manager

Axis Communications GmbH

www.axis.com
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Warum Physical Security?

Schutz von Menschen Compliance & Regulierurh
Mitarbeiter KRITIS P _
Besucher NIS2 '
Dienstleister Audit-Anforderungen

Dokumentationspflichten —
Schutz kritischer Infrastruktur e

Produktionsanlagen Effizienz & Transparenz R .
Energieversorgung Automatisierung \
Logistikstandorte Digitale Prozesse

Datenbasierte Entscheidungen
Betriebskontinuitat

Vermeidung von Stillstanden
Schnellere Reaktion auf Vorfalle

www.axis.com AXIS‘.

uuuuuuuuuuuuuu


Presenter Notes
Presentation Notes
Physical Security ist heute weit mehr als Videoüberwachung. Sie ist ein wichtiger Baustein für Resilienz, Compliance und Business Continuity.
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Axis at a glance

Industry leader
in video surveillance

Network
solutions

Video surveillance, access
control, intercoms and
audio solutions

Canon
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UN Global
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www.axis.com
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Founded in Lund, Sweden
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Axis at a glance

More than

" Jedlam 5,000

employees in 50+
countries

69

Offices around
the world

8 K=" [ I o Experience
Sty L) centers

Configuration
and logistics
centers
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Axis kompakt - Wichtige Momente von Axis

COMMUNICATIONS
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Developing the
industry’s first
System-on-Chip
specifically for
video surveillance:

ARTPEC

by Mikael Karlsson,
Martin Gren, and
Keith Bloodworth

1999 ] 2000
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. . network partner
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Network for channel
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www.axis.com

Establishing the AXis Signing the

Communications | UN Global § pg cioping Axis
Academy Compact Camera Application
agreement Platform, ACAP

2N is launching
the world’s first
network intercom

Entering the physical camera

access control market with our
market by launching our first body worn
first door controller camera

Axis

Lightfinder
technology

Entering the

body worn .
y Releasing AXis

Cloud Connec

an open hybrid clou

platform, enabling
anaged services

Bringi_ng the 5 Releasing the 9th
benefits of IP to version of

the world _of audio ARTPEC, with

by launching our ‘, for th

first horn speaker support for the
proven AV1
encoding standard

Axis

Zipstream

technology

. i, AXIS o

CEOMMUMICATIONS


Presenter Notes
Presentation Notes
This slide shows some of our important milestones since our start, including some of our innovations. 
​
1984: In 1984, Axis was founded by Mikael Karlsson, Martin Gren, and Keith Bloodworth, with the aim of changing the way people think about and use digital devices. In the beginning our business model, where we always sell through our partners, was formed and it has served as a key to success ever since. One year after our start we launched our first product; AXIS AX-7X Protocol converter. It connected a regular printer to an IBM mainframe. It cost a fraction of the IBM printer and could be connected to any regular printer.�
1996: Inventing network video with AXIS “Neteye” 200 Network Camera and by that revolutionizing the industry and transforming video surveillance from analog into digital.�
1999: We decided early on to invest in the industry’s first dedicated chip for video surveillance and to develop it in-house. The result was ARTPEC (Axis Real Time Picture Encoding Chip). It built the base for the camera business to grow at a very high pace as the cameras were now suited for proper video surveillance. In late autumn 1999, products with our very first ARTPEC chip were released. Since then, our chip has served as a key driver for innovation in our portfolio.�
2000: The AXIS 2100 Network Camera defined the modern IP camera. It was based on embedded Linux rather than our old operating system. It became the first mass-produced product in the world that used embedded Linux – and the world’s most popular network camera six years in a row, shipping more than 250,000 units.�
2004: Solving customer challenges through partnership has always been a key part of our success, now launching our first partner program for channel partners, CPP. �
2005: Our core values – Thing Big, Act as One, and Always Open – are established and has since then served as a key to success.�
2005: Establishing the Axis Communications Academy as a way to foster innovation through knowledge-sharing. �
2007: In 2007, we became a signatory of the UN Global Compact, fully supporting its ten principles on human rights, anti-corruption, the environment, and labor. These have remained the baseline for our sustainability strategy ever since.�
2008: In 2008 2N, a leader in IP intercoms and access control, launched the world’s first network intercom: 2N Helios IP Vario. In 2016 we acquired 2N and is today part of the Axis Group.�
2009: In 2009 we developed ACAP, an open application platform that enables developers to create applications that can be downloaded to a range of Axis devices, such as network cameras. It reflected our philosophy of openness, where giving access to the broadest community of minds would generate the best results. Today, ACAP allows anyone to develop and market a wide range of computer vision applications for our products to enhance the surveillance solution, deliver powerful analytics, extend functionality, and improve business efficiency.�
2011: In 2011, when we launched the Lightfinder technology, it changed the surveillance camera market completely, by providing a network camera with extreme light sensitivity. In very low light, cameras with Lightfinder keep delivering color, which may be the crucial detail that helps to identify a person or vehicle.� 
2013: Five years after 2N launched the world’s first network intercom, we introduced the AXIS A1001 Network Door Controller and by that, entering the physical access control market.�
2015: In 2015, we added audio solutions to our portfolio with the launch of AXIS C3003-E Network Horn Speaker. Network audio brings the benefits of IP to the world of audio. It adds value to a video-based security system by proactively deterring crime and responding and intervening remotely with pre-recorded or live messages. – used for remote speaking in video surveillance applications.�
2015: Years ago, the bitrate consumed by cameras was holding the industry back.  A group of Axis engineers set out with the ambition to improve the bitrate by 10-15% without losing details. But when they held the new technology in their hands: Axis Zipstream, the results were much better than expected with an improvement up to 95% without losing important details in the footage. From that point on, Zipstream has a place in almost every Axis camera.�
2020: In 2020, Axis moved into a new market with the release of our first body worn camera: AXIS W100 Body Worn Camera, a small, lightweight device with good battery power that didn’t compromise image quality or robustness and provided easy on-camera operation.�
2022: Last year we released a unique device that delivers deep learning-powered object classification based on the fusion of two powerful technologies: video and radar; the AXIS Q1656-DLE Radar Video Fusion Camera.�
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Presenter Notes
Presentation Notes
Here you can explore our products and solutions – a bit more in detail.  

Our products and solutions are divided into different categories - each fulfilling different needs. The heart and the brain of every Axis product is its System-on-Chip (SoC). Most of our products feature our own ARTPEC SoC developed in-house to perfectly match the requirements of professional video surveillance. 
 
Network cameras 
We have a large portfolio of network cameras, from robust outdoor cameras to discreet products for sensitive environments.  
 
Analytics 
Our range of analytics solutions – with a focus on the edge - gives easy access to actionable insights to better protect people and property and make better decisions about businesses and operations. Some examples are solutions for license plate recognition, AI-based object detection and classification, and motion detection. 
 
Access control 
Our portfolio consists of both basic access control management software and hardware to more advanced options. Thanks to open systems and a broad portfolio, our solutions can change, adapt, and grow when you do. 
 
Network intercoms 
Our network intercoms, from us and 2N, combine video surveillance, two-way communication, and remote entry control in a single device for secure physical access to premises.  
 
Network audio 
Network audio adds value to a video-based security system by warning off intruders and thieves, providing instructions in an emergency, make announcements, and even play music. 
 
Wearables 
Our body worn cameras are used to document events and capture valuable evidence. And they’re an effective way to deter bad behavior and positively influence the actions of camera wearers and the public alike.  
 
Video management software 
The core of a security solution is the VMS – the Video Management Software. Our  software is designed and validated to perfectly match our products and features – and are easily adapted to different businesses and needs. 
 
System devices 
Our system devices, such as decoders and network switches, complement and add functionality to a network system. 
 
Accessories 
Our range of accessories complement network video, audio, access control, and intercom systems. 


https://media.axis.com/search/all?limit=12&query=recorder&folder=742&properties%5Bofficial_restricted_use%5D%5B%5D=all&sort=relevance&mediaId=350251

Axis kompakt — Netzwerk Kameras

Innovation & Qualitat

Dome cameras

v n

PTZ cameras

Bullet cameras

Box cameras

> Netzwerkkameras fur alle lhre

Pan, tilt, and zoom capabilities for

Discreet and solid in any For all purposes in any environment

Deterrence in any environment

U be achungsanforderu ngen environment wide-area coverage
- drinnen und drauf3en
> Hervorragende Bildqualitat,
Modular cameras Panoramic cameras Thermal cameras Explosion-protected
Tag u n d N acht Flexible system for a high level of Complete situational awareness Temperature manitoring and heat cameras
discretion with just one camera based detection - regardless of Globally certified for hazardous

visibili
Y areas

> Erweitern Sie die Funktionen a | %
Ihrer Netzwerkkamera mit g ) )
Analysen

|
Onboard cameras Specialty cameras Positioning cameras ’

Canon network cameras
Axis sells and supports Canon

all directions network cameras in EMEA, USA,
Canada, Australia and New Zealand

_ - —
www.axis.com AXIS:‘

COMHMUNICATIONS

For use on vehicles and rolling stock For unique needs and scenarios Completely unobstructed views in



Presenter Notes
Presentation Notes
Whatever you’re looking for, you’ll find an Axis network camera to suit your needs. From robust outdoor cameras to discreet products for sensitive environments, we offer it all. 
 
Our cameras provide excellent HDTV image quality regardless of lighting conditions and the size and characteristics of the monitored areas. And they do it while minimizing bandwidth and storage needs to help you save energy. 
 
Analytic applications developed by Axis and our partners transform our network cameras into business tools. They can alert you to developing situations and help you make smart decisions about operations and resource allocation. Data can also be integrated with your other systems. 
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Presenter Notes
Presentation Notes
Here you can talk about the different industries in which we have solutions to solve customers’ needs. 

​At Axis, we understand the ever-changing customer needs and have the experience, knowledge and technology to help with innovative network video and audio solutions to support. Our smart solutions support the necessary digital transformation across all industries while protecting people, property and profitability. Not only for safety and security, but also for operational efficiency – all from the same system. 

We collaborate with a vast network of partners to offer dependable and scalable solutions built on open industry standards to fit customer needs, with sustainability in mind.​
 
We add value for our customers by creating Axis and partner solutions for a broad spectrum of industry segments and applications. We provide a complete range of network video with built-in analytics, audio and access control solutions for a broad spectrum of customer needs. Our flexible and secure technology is easy to integrate and scales to match your growth. These are our main industry segments (other segments are Banking & Finance, Prisons, Government, Hospitality, Stadiums and Casinos). ​
 
All our solutions are easy to install and easy to adapt to changing needs - whether the customer needs a few cameras, or a few thousand.​
 
Here are some examples of solution benefits based on customer need per different segments:​
 
Retail: Loss prevention; Store optimization and Safety and security​
City: Public safety; Urban mobility and Environmental monitoring​
Critical infrastructure: Intrusion protection, Operational efficiency, Health and safety​
Industrial: Intrusion protection, Operational efficiency, Health and safety​
Healthcare: Safety and security, Hospital operations and services, Patient care​
Education: Safety and security, Operational efficiency, Student learning experience​
​
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Axis benefits — for a smarter, safer world
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Cybersecurity

Bei der Cybersicherheit geht es um
Produkte, Menschen, Technologie und
laufende Prozesse. Bei Axis gehen wir
die Cybersicherheit an, indem wir
Bedrohungen und Folgen kontinuierlich
uberwachen und schnell und
entschieden handeln.
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Produkten und Ldsungen, unseren
Geschéftsbeziehungen,
Schulungen, technischem Support
und Kundendienst zu bieten.

\

P3367-V.

Produktqualitat

AXISa

COMHMUNICATIONS


Presenter Notes
Presentation Notes
At Axis, we’ve chosen to align our cybersecurity approach – our activities and responsibilities – with the National Institute of Standards and Technology’s risk management 5-pillar framework (NIST): Identify, Protect, Detect, Respond, and Recover. Each one is important, but we’re able to offer more support in some areas than in others due to the nature of the specific processes involved in each. 
 
Sustainability is in our genes, which is why we take a strong stand on environmental performance, business ethics, and social responsibility. The materials, processes, and resources we use conform to a circularity approach that can impact our retail customers’ own sustainability efforts, as can our technology solutions supporting e-commerce.

At Axis, we’re committed to ensuring the cybersecurity of our offerings. We provide guidance, advanced technologies and tools, and products and services that reflect and support best practices. For network solutions, data captured over the network must be both safe and treated in accordance with evolving data protection legislation. Axis has the expertise needed to assess risk, and we build processes for data protection into every level of our offering, all the way from the design process through day-to-day operations support. 

For us, quality isn’t just a goal or a vision, it’s a state of mind. Quality is how we think, work, and interact. And it is not just about equipment withstanding extreme weather or harsh conditions. For a retailer with a lot of IoT devices, product quality is also important from a maintenance perspective as well as the TCO. That’s why we focus on quality, pay attention to details, and put our products through extensive testing, giving our customers and partners peace of mind. 



Nachhaltigkeit

UN Global Compact (2007)

EcoVadis Silver Ranking - Axis liegt in
Bezug auf Umwelt, Soziales und
Unternehmensfiihrung in den oberen 21 %
aller bewerteten Unternehmen

Axis schneidet in der EcoVadis-Bewertung

besser ab als die meisten anderen Unternehmen in
ihrer Branche, aufgrund einer Gberdurchschnittlichen
Leistung im Bereich Nachhaltigkeit und soziale
Verantwortung

Treibhausgasemissionen - Axis hat sich dazu verpflichtet,
die Treibhausgasemissionen bis 2030 um 42% gegeniiber .
dem Basisjahr 2022 zu reduzieren.

BFR/CFR-freie Kameras - 83% der 2023 eingefiihrten
Innenkameras und 74 % aller eingefuhrten Netzwerk-Kameras
sind BFR/CFR-frei.

Das Ziel ist, dass bis 2024 alle Kameras und bis 2025 alle von Axis
entworfenen Produkte PVC/BFR/CFR-frei sind.

Reduzierung von PVC - Im Jahr 2023 waren etwa 85% der von Axis
eingefiihrten Produkte PVC-frei.

Das Ziel von Axis ist es, 100% der neu eingefiihrten Produkte bis 2025 PVC-
frei zu machen

Erneuerbare Kunstoffe - 71% aller 2023 eingefihrten Kameras enthalten .
recycelte und/oder biobasierte und/oder kohlenstofferfassende Kunststoffe.

Energieverbrauch - Ganzheitlicher Ansatz: Axis betrachtet die
Umweltauswirkungen entlang der gesamten Wertschopfungskette,
einschlieBlich der Produktfertigung, des Lebenszyklusmanagements, des
Energieverbrauchs, der Reparatur und des Austauschs sowie von
Transport und Logistik.
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Presenter Notes
Presentation Notes
Get wide-area intrusion protection and reliable 24/7 detection with a fusion of two powerful technologies: video and radar. This unique device provides state-of-the-art deep learning-powered object classification for next-level detection and visualization.
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Presenter Notes
Presentation Notes
We are all aware of the threat of cyberattacks. In 2025, nearly 63% of businesses worldwide were affected by ransomware attacks, according to Statista.com �The average cost of a data breach in 2025 was more than $4M. 
No sector is untouched by cyberattacks. 

Other statistics available at: https://www.cobalt.io/blog/top-cybersecurity-statistics-for-2026


Top 20 Bedrohungen

Unapproved hardware/software/
script/workaround (misuse)

Web Attack (hacking)

Phishing/Spear-Phishing (social)
Port scan (hacking)

Brute force (hacking)
Backdoor (malware)

Web Access misuse [misuse)
Adware (malware)

Privilege abuse (misuse)
Other (malware)
Carelessness (error)
Maintenance error (error)
Net misuse (misuse)

Other (hacking)
Misconfiguration (error)
MNone (physical)
Malfunction (error)

None (environment)
Misdelivery (error)

None (other)
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Presenter Notes
Presentation Notes
Laut dem Bericht „Security Navigator 2025“ von Orange Cyberdefense sind viele dieser Vorfälle auf Missbrauch, Fehler und Nachlässigkeit zurückzuführen.

https://www4.orangecyberdefense.com/security-navigator-2024?utm_source=website&utm_medium=organic&utm_content=uk-security-navigator&utm_campaign=GLOBAL_2024_WEB_Security+Navigator
https://www4.orangecyberdefense.com/security-navigator-2024?utm_source=website&utm_medium=organic&utm_content=uk-security-navigator&utm_campaign=GLOBAL_2024_WEB_Security+Navigator

Cyber-Erpressung — Opferzahlen in verschiedenen
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Presenter Notes
Presentation Notes
Hier sind einige Statistiken zum Thema Cyber-Erpressung aus dem Bericht „Security Navigator 2025“ von Orange Cyberdefense:

Die Fertigungsindustrie ist mit 22 % aller Opfer von Cyber-Erpressung und einem Anstieg der Vorfälle um 25 % am stärksten betroffen. Besonders betroffen sind die Bereiche Metallverarbeitung und Maschinenbau. 

Der Bereich „Fach-, wissenschaftliche und technische Dienstleistungen“ liegt mit einem Anstieg von 20 % an zweiter Stelle, wobei sich die Vorfälle vor allem auf Rechts- und Buchhaltungsdienstleistungen konzentrieren – Teilbereiche, die häufig mit sensiblen Kundendaten umgehen. 

Das Gesundheitswesen, das in diesem Jahr an vierter Stelle der am stärksten betroffenen Branchen steht, verzeichnete einen erheblichen Anstieg der Opferzahlen um 50 %, da Angreifer bisherige ethische Bedenken hinsichtlich der Angriffe auf kritische Gesundheitsdienste wie ambulante Gesundheitsversorgung und Krankenhäuser aufgegeben haben. 

Der Bildungssektor belegt den 8. Platz mit einem Rückgang der Opferzahlen um 25 %, während der Finanz- und Versicherungssektor auf Platz 6 liegt und einen Rückgang um 27 % verzeichnet, wobei sich die Opfer jedoch auf die Teilbereiche Kreditvermittlung und Wertpapiere konzentrieren. 

Die öffentliche Verwaltung verzeichnete einen Anstieg um 31 %, insbesondere in den Bereichen staatliche Unterstützung und Justiz. 

Das Baugewerbe belegt mit einem Anstieg von 25 % den 5. Platz, wobei vor allem Fachbauunternehmen und der Tiefbau betroffen waren. 

Der Einzelhandel belegt mit einem Anstieg der Vorfälle um 6 % den 9. Platz, wobei insbesondere Kfz-Händler und Lebensmitteleinzelhändler betroffen waren.

https://www4.orangecyberdefense.com/security-navigator-2024?utm_source=website&utm_medium=organic&utm_content=uk-security-navigator&utm_campaign=GLOBAL_2024_WEB_Security+Navigator
https://www4.orangecyberdefense.com/security-navigator-2024?utm_source=website&utm_medium=organic&utm_content=uk-security-navigator&utm_campaign=GLOBAL_2024_WEB_Security+Navigator
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Produktsicherheit

(Eine Aufschliisselung finden Sie auf der néchsten Seite)

Sicherheit in der Organisation

Vorschriften und Zertifizierungen

— Erfillt Vorschriften wie die Europaische Datenschutz-
Grundverordnung (DSGVO) und den Cybersecurity Resilience
Act (CRA)

— 1SO 27001-Zertifizierung
— SOC 2 Typ 2-Bescheinigung
— Unterstitzung von Kunden, die NIS 2-Einrichtungen sind

Produktsicherheit und Lebenszyklusmanagement
Edge Vault

Standard-Sicherheitseinstellungen

Weitere unterstitzte Sicherheitsprotokolle
Lebenszyklusmanagement

< Anleitungen
Prozesse |

. - ’ — Leitfaden
— Sicherheit in der Lieferkette _ Whitepaper
— Axis Security Development Model (ASDM) o P :
— Vorfallmanagement — E-broschuren
— Schulungen

Schwachstellen Management
— CVE-Nummerierungsstelle
— Penetrationstests
— Bug-Bounty-Programme
— Formular zur Meldung von Sicherheitsliicken
— Sicherheitsmitteilung

Sicherheitshinweis

5 Zertifizierungen

— FIPS 140

Common Criteria EAL 6+

ETSI EN 303 645

SOC 2 Type 2 Bescheinigung
BSI IT Sicherheitskennzeichen

www.axis.com
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Presenter Notes
Presentation Notes
At-a-glance slide

Organization security
ISO 27001 certification covering information security management regarding product management, development and operations within IT infrastructure services and connected services
ASDM (Axis Security Development Model) for software development
SOC 2 Type 2 attestation
Supply Chain Security
Complies with regulations such as GDPR and the Cybersecurity Resilience Act (CRA)
Product vulnerability management
CVE Number Authority
Penetration test​
Bug bounty program​
SBOM​
Reporting vulnerability​
Security notification​
AXIS OS tracks​
Incident management

Offerings
Feature, tools & services
Guidance
Certifications

Internal security awareness and training





Produktsicherheit
w .

Produktsicherheit und Lebenszyklusmanagement Anleitungen Zertifizierungen
Built-in product security Guides FIPS 140
> Edge Vault > Cybersecurity reference guide > FIPS 140-2 Level 2
- Cryptographic computing modules > Hardening guides for AXIS OS, > FIPS 140-3 Level 3
- Secure element AXIS Camera Station Pro, Axis network switches
- TPM 2.0 > Cybersecurity guide for a Milestone-Axis system Common criteria EAL 6+
- SoC security (TEE) > AXIS OS Vulnerability Scanner Guide > Use product selector or review datasheets to see
- Secure boot > AXIS OS Forensics Guide product overview
- Signed OS > Integration guide for HPE Aruba Networking
- Axis device ID ETSI EN 303 645
- Secure keystore White papers > For products running AXIS OS 11 or higher
- Signed video > NIS2

- Encrypted file system

> Axis Edge Vault SOC 2 Type 2 attestation
> Default security settings

> Axis body worn cameras > Axis Cloud Connect

- No default password > AXIS Device Manager Extend
- Secure onboarding and communications with HTTPS, eBrochures > AXIS Device Manager Edge
IEEE 802.1X, IEEE802.1AR and IEEE 802.1AE MACsec > Cybersecurity > AXIS Body Worn Live

enabled
- Less secure protocols disabled
> Other supported security protocols
- NTS protocol
- SRTP/RTSPS protocol for secure video transmission
- EST protocol for easier certificate management

> AXIS OS

Trainings
o Academy cybersecurity trainings

Lifecycle management
- Active and LTS AXIS OS tracks

- SBOM

- Transparent end-of-software support date
- Security notification service

- Axis device management software

- AXIS Optimizer for Milestone XProtect

www.axis.com
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https://www.axis.com/solutions/edge-vault
https://www.axis.com/solutions/edge-vault
https://www.axis.com/solutions/enterprise-it
https://www.axis.com/solutions/enterprise-it
https://www.axis.com/developer-community/news/NTS
https://www.axis.com/developer-community/news/NTS
https://help.axis.com/en-us/axis-os-hardening-guide#secure-video-streaming
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https://www.axis.com/dam/public/d1/fd/a5/axis-body-worn-cameras-en-US-429445.pdf
https://www.axis.com/dam/public/permalink/201908/axis-cybersecurity-e-brochure-en-US_InternalID-201908.pdf
https://www.axis.com/dam/public/permalink/201908/axis-cybersecurity-e-brochure-en-US_InternalID-201908.pdf
https://www.axis.com/dam/public/permalink/222253/axis_os_e-broch_-340x210_-en_2404-hi-en-US_222253.pdf
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Netzwerk-Produkte

IT-Sicherheitskennzeichen

Bundesamt fiir Sicherheit in der Informationstechnik

Der Hersteller versichert:
Das Produkt entspricht den
Anforderungen des BSL

Das BSI informiert:
Aktuelles zum Produkt
bsi.bund.de/it-sik




BSI IT-Sicherheitskennzeichen Info

Das IT-Sicherheitskennzeichen macht Cybersicherheit zum
Kaufargument und steigert das Vertrauen in digitale Produkte.

Per QR-Code gelangen Verbraucherinnen und Verbraucher direkt auf
eine individuelle Produktinformationsseite beim BSI. Dort konnen sie
sich schnell und einfach Uber die Sicherheitseigenschaften eines
Produkts informieren. Das schafft Transparenz und Orientierung.

Der Cyber Resilience Act der EU wird bis 2027 verpflichtende IT-
Sicherheitsanforderungen durchsetzen. Mit dem IT-
Sicherheitskennzeichen konnen sich Hersteller bereits heute
vorbereiten und als Vorreiter fur Cybersicherheit positionieren.

m Bundesamt
4 fur Sicherheit in der

Informationstechnik

. . .
IT-Sicherheitskennzeichen
Bundesamt fiir Sicherheit in der Informationstechnik
Der Hersteller versichert:
Das Produkt entspricht den
Anforderungen des BSI.

Das BSI informiert:
Aktuelles zum Produkt
bsi.bund.de/it-sik
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https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/IT-Sicherheitskennzeichen/it-sicherheitskennzeichen_node.html

BSI IT-Sicherheitskennzeichen Axis Produktdatenblatt (1)

Deutsch

(Deutschland, Osterreich, Schweiz)

Zulassungen
EMC

EN 55035, EN 55032 Class A, EN 50121-4, EN 61000-3-2,
EN 61000-3-3, EN 61000-6-1, EN 61000-6-2
Australia/New Zealand: RCM AS/NZS CISPR 32 Class A
Canada: ICES-3(A)/NMB-3(A)

Japan: VCCI Class A

Korea: KC KN35, KC KN32 Class A

USA: FCC Part 15 Subpart B Class A

Railway: IEC 62236-4

Sicherheit

CAN/CSA C22.2 No. 60950-22, CAN/CSA C22.2 No. 62368-1,
IEC/EN/UL 62368-1, IEC/EN/UL 60950-22, IEC/EN 62471,
IS 13252

Approvals
EMC

Englisch

EN 55035, EN 55032 Class A, EN 50121-4, EN 61000-3-2,
EN 61000-3-3, EN 61000-6-1, EN 61000-6-2
Australia/New Zealand: RCM AS/NZS CISPR 32 Class A
Canada: ICES-3(A)/NMB-3(A)

Japan: VCCI Class A

Korea: KC KN35, KC KN32 Class A

USA: FCC Part 15 Subpart B Class A

Railway: IEC 62236-4

Umgebung

IEC 60068-2-1, IEC 60068-2-2, IEC 60068-2-6, IEC 60068-2-14,
IEC 60068-2-27, IEC 60068-2-78

IEC/EN 60529 IP66, IEC/EN 62262 IK10, NEMA 250 Type 4X,
NEMA TS 2 (2.2.7-2.2.9)

Safety

CAN/CSA C22.2 No. 60950-22, CAN/CSA C22.2 No. 62368-1,
IEC/EN/UL 62368-1, IEC/EN/UL 60950-22, IEC/EN 62471,
IS 13252

Netzwerk

NIST SP500-267

Environment

IEC 60068-2-1, IEC 60068-2-2, IEC 60068-2-6, IEC 60068-2-14,
IEC 60068-2-27, IEC 60068-2-78

IEC/EN 60529 P66, IEC/EN 62262 IK10, NEMA 250 Type 4X,
NEMA TS 2 (2.2.7-2.2.9)

Cybersicherheit

ETSI EN 303 645, BSI IT-Sicherheitskennzeichen

Network

NIST SP500-267

Cybersecurity

ETSI EN 303 645, BSI IT Security Label

www.axis.com
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AXIS P3265-LVE Dome Camera

Dome-Kamera fir den AuBenbereich mit 2 MP, Infrarot und Deep
Learning

Dank Lightfinder 2.0, Forensic WDR, und OptimizedIR bietet die AXIS P3265-LVE eine hervorragende Bildgualitat und
forensische Verwendbarkeit bei allen Lichtverhiltnissen. Sie basiert auf dem neuesten Axis SoC (System-on-Chip) mit
einer Deep-Learning-Verarbeitungseinheit und ermaglicht enweiterte Funktionen und leistungsstarke Analysen auf der
Grundlage von Deep Learning am Edge. Und mit der vorinstallierten AXIS Object Analytics-Lésung bietet sie eine hoch-
gradig differenzierte Objektklassifizierung und schnelle Suche im VMS. Diese robuste, fiir den AuBenbereich geeignete
Kamera verfigt dber Audio- und EfA-Kannektivitat, sodass Sie andere Peripheriegerate wie z. B. ein Mikrofon integrieren
kannen, um Audioanalysen zu ermoglichen. Dariiber hinaus verhindert sie mit integrierten Cybersicherheitsfunktionen
wiie Axis Edge Vault unbefugten Zugriff und schiitzt Ihr System.

> Herausragende Bildqualitét mit 2 MP

> Lightfinder 2.0, Forensic WDR, OptimizedIR

> Analysefunktionen mit Deep Learning

> Integrierte Cybersicherheitsfunktionen

> Audio- und E/A-Konnektivitat

Y

IT-Sicherheitskennzeiche
Bundesamt ar icherheitinder nformat

Der Hersteller versichert:
Das Produkt entspricht den
Anforderungen des BSL
Das B informiert:
Adtuelles zum Produkt
bsibund de/it-si/ oo

UnviF 6060

www.axis.com

BSI IT-Sicherheitskennzeichen Axis Produktdatenblatt (2) - Entwurf

AXISa
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AXIS P4705-PLVE Panoramic Camera
Dual-Sensor mit 360°-IR und Deep Lecrning

Diese multidirektionale Dual-Sensor-Kamera bietet 2x2 MP bei 30 Bilder pro Sekunde. Sie verfigt Gber Lightfinder und
Forensic WDR filr gestochen scharfe Bilder auch bel schwierigen oder schiechten Lichtverhaitnissen. Die auf ARTPEC-8
aufsetzende Hochleistungskamera beinhaltet eine Deep Learning Pracessing Unit zur weiteren Erhahung der Bildverar-
beitungs- und Speicherkapazitit. Damit lassen sich noch mehr Daten als bisher per Edge Storage erfassen und ana-
Iysieren. Die zusitzlich bereitgesteliten Metadaten ermaglichen dariber hinaus eine schnelle, einfache und effiziente
forensische Suche in Live-Videos oder Videoaufzeichnungen. Die flexible Positionierung der Vario-Fokus-Kamerakopfe
sowie die fernsteuerbare Zoom- und Fokusfunktion sorgen fir eine schnelle und kostenganstige Installation.

> 2x2-MP-] rich a mit einer IP-Ads

> Unterstiltzt Analysefunktionen mit Deep Learning fiir beide Sensoren
> 360°-IR-Beleuchtung

> 2,5-facher Zoom

> Axis Lightfinder und Forensic WDR

Ay

herheitskennz
Bundesamt far Sicherhetin der Informationstechnik
Der Hersteller versichert: E

Das Produkt entspricht den
Anforderungen des BSL

Das BSI informiert:
OnviF 18000 Aktuelles zum Produkt
bsi.bund.de/it-sik/sox
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BSI IT-Sicherheitskennzeichen Produktsuche

Webseite des BSI, auf der nach
Produkten gesucht werden kann.

land
Sicher:BSt

DiBSI  Themen  ITSicherheitortal  Karere  Semice Q.

Beispielprodukt, das tiber das

Kennzeichen verfugt.
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AXIS Q1728 Block Camera

Axis Communications

® Keine Schwachstellen bekanmt

Dern BSI sind keine aktuellen Schwachstellen belannt.

> SCAADSTELLE MEDBY

=79 Kennzsichen @ IT-Sicherheitseigenschaften (%] Produkt

IT-sicherheitskennzeichen fiir AXIS Q1728 Block Camera
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Herstellererklsrung Axis Communications fir Smarte Kameras

derzmt e Seharheiin dar
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https://www.bsi.bund.de/SiteGlobals/Forms/IT-Sicherheitskennzeichen/IT-Sicherheitskennzeichen_Formular.html?cl2Categories_Hersteller=axis-communications
https://www.bsi.bund.de/SiteGlobals/Forms/IT-Sicherheitskennzeichen/IT-Sicherheitskennzeichen_Formular.html?cl2Categories_Hersteller=axis-communications
https://www.bsi.bund.de/SiteGlobals/Forms/IT-Sicherheitskennzeichen/IT-Sicherheitskennzeichen_Formular.html?cl2Categories_Hersteller=axis-communications
https://www.bsi.bund.de/SiteGlobals/Forms/IT-Sicherheitskennzeichen/IT-Sicherheitskennzeichen_Formular.html?cl2Categories_Hersteller=axis-communications
https://www.bsi.bund.de/SiteGlobals/Forms/IT-Sicherheitskennzeichen/IT-Sicherheitskennzeichen_Formular.html?cl2Categories_Hersteller=axis-communications

BSI IT-Sicherheitskennzeichen AXIS OS Trust Center

AXIS & AXIS OS Network Products

COMMUNICATIONS

Q, Search items

Z8 Trust Center for AXIS OS products &3

This page provides compliance information and descriptions
of the cybersecurity measures supported by AXIS OS-based
network products, which include Axis cameras, speakers,
intercoms, access control, body-worn and recorders. See the

complete list of Axis products that this Trust Center applies to.

The products comply with various regulations, shown in the
right-hand box. Click on each symbol to learn more about the
regulation and how Axis supports it. You may also hop directly
down to the Documents section to find what you are looking
for. Further down, Axis describes various aspects of
cybersecurity that are supported by the company and AXIS
0S-based products. For more information, please visit the

Axis cybersecurity portal

dy Share ‘ Subscribe

© Compliance and certifications

o 303 0

o > FIPS
4 = ﬁm-L

© Common @ ETSI EN ] FIPS.MD-Z @ FIPS 140-3
Criteria 303 645

@ *I“' © German BS|

© German BSI
AXIS DS network products are provided with the IT Security Label (IT-
@rsT Sicherheitskennzeichen) from the German Federal Office for Information Security (BSI
- Bundesamt fir Sicherheit in der Informationstechnik).
© UK PSTI

Please refer to the complete list of Axis network products that received the label on_
the official product directory page. More general information about the IT Security
Label can be found here.

www.axis.com

https://compliance-axisos.axis.com/
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https://compliance-axisos.axis.com/
https://compliance-axisos.axis.com/
https://compliance-axisos.axis.com/

Qualitat

5 Jahre Garantie
8-12 Jahre Software Updates

Durchschnittlich >100.000h Laufzeit
bis zum ersten Fehler (11,42 Jahre)

Das geben wird lhnen schriftlich!
— MTBF Dokumentation auf Axis.com

Hochste Qualitatsstandars bei Zulieferern
Exzellenter Support in 14 Sprachen (24/5)

www.axis.com
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Presenter Notes
Presentation Notes
Get wide-area intrusion protection and reliable 24/7 detection with a fusion of two powerful technologies: video and radar. This unique device provides state-of-the-art deep learning-powered object classification for next-level detection and visualization.
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Software
Support.


Presenter Notes
Presentation Notes
Newly developed Axis network products include Axis Edge Vault - a hardware-based cybersecurity platform that safeguard the device to prevent unauthorized access and reduce the risk of digital attacks. 

The following slides will present how Axis latest feature development can minimize customer exposure to several cybersecurity risks, as well as enable the Axis device to be a trusted and reliable unit within the customer’s network.





Firmware release tracks

9.80.1

10.11

9.80.2

10.121

9.80.3

11.21

11.11

10.12.2

9.804

10.12.3

9.80.5

Active track
LTS Track

www.axis.com
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Guaranteed AXIS OS Support
(Included in product cost)

8-12 Years

Active Track

New Features
Bug Fixes
Security Patches

Official end of
Product Product support

launch Discontinuation

AXIS OS
Lifecycle
management.

www.axis.com
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Presenter Notes
Presentation Notes
Confidential and experimental slides, do not share.



Gesamtbetriebskosten - Total cost of ownership (TCO) AXi>a.
Kamera Preis Netzwerkkosten
Server Preis Zubehor Preis
Installation Software Gebuhren
Monitoring Verkabelung
Wartung System Design
Elektrizitat Training und Schulung

Dokumentation
Kosten eines Cybersecurity Kosten
Systemausfalls Redesign Kosten
Downtime Kosten Stillegung

uuuuuuuuuuuuuu


Presenter Notes
Presentation Notes
Total Cost of Ownership (TCO) is a well-established concept in many industries as a way for strategic buyers to move beyond looking at the upfront price to understanding all costs associated with procuring, deploying, and operating a system. The lowest purchase price doesn’t mean the best value long term. The life cycle of a surveillance solution involves the costs related to the different stages of acquisition, operation, and deployment. 

You can look at the direct costs, such as the upfront price for cameras, servers, and the price of deployment, along with the price for accessories and fees for software and network.  

Then come the indirect costs of operating the surveillance solution. This includes monitoring and maintenance, along with the electricity for running it. Smaller costs include cabling, system design, training and education, and documentation. 

The intangible costs are about non-physical assets and instead the more unpredictable costs of, for example, a system failure or downtime. This includes cybersecurity costs (and the cost of a security breach), redesign costs, and finally, the cost of decommissioning. 

The invisible running costs will often add up to more than the initial cost in the long run, which is why it is important to take the total cost of ownership (TCO) into account when considering what your solution really costs. Camera processing speeds, data generation, and system efficiencies end up increasing data storage requirements more than you might originally anticipate. And if that becomes too expensive, the next solution IT department’s approach is turning down image bit rates to save space, sacrificing image quality and clarity, and undermining one of the major reasons for considering advanced camera solutions in the first place.
  
Ease of use and training availability are other factors, as is the simplicity of installation and ability to integrate with existing IT systems. These costs are very real, usually in the added need for investment in human resources. Axis addresses all of these as a natural part of our offer, by offering training, simplifying use and installation, basing our technologies on an open platform for ease of integration with existing systems, and more.
 
Our open platform approach also means your system is always ready for new capability upgrades as they become available, extending the lifecycle of your initial installation and further securing your investment.



.

Where money is spent

WV AFTER STARTING SYSTEM

www.axis.com
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Presenter Notes
Presentation Notes
What our studies show is that in average 70% of the costs appear after starting the system.
Think about that: it takes twice as much to run a system than to buy it.
But most people are looking only at the tip of the iceberg when they buy their systems.
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AXIS Camera
Application
Platform

Take your innovation to the edge

www.axis.com



y _____/ 4
AXIS Camera Application Platform (ACAP)

Applications
AXIS + Third party

AXIS Camera Application
Platform

Axis Network Product

www.axis.com AXISA
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AXIS Object Analytics " / /

Suite of Al-based analytics
for actionable insights AXIS &
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AXIS Live Privacy Shield (ACAP)

Ermoglicht
Uberwachung unter
Wahrung der Privatsphare

Vielseitige, Edge-basierte
Anwendung

Dynamische Maskierung in Echtzei

Personen, Nummernschilder oder
Hintergrinde

Hilft bei der Einhaltung von
Datenschutzbestimmungen

Eliminiert das Sammeln personlicher
Daten

Kostenloser Download

www.axis.com
AXISa
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Presenter Notes
Presentation Notes
AXIS Live Privacy Shield enables monitoring while safeguarding privacy. �
It is a versatile, edge-based application that dynamically masks entire people, just faces, license plates, a combination, or the background in real time in live and recorded video.
The application supports many features that enable users to tailor the application to the masking requirements (slides 8-13 cover some of these features)�
It helps you easily address union- and local or regional (e.g. GDPR) privacy regulations.�
The application provides functionalities that eliminate the collection of personal data.�
You can download the app onto compatible cameras and meet privacy requirements at no additional cost.


AXIS Live Privacy Shield (ACAP)

Outdoor — Entire human Indoor — Face blur
and license plate

Indoor — Patient room in

light to dark conditions Background privacy

www.axis.com
AXISa
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Presenter Notes
Presentation Notes
AXIS Live Privacy Shield enables AI-based masking, which is supported in selected cameras with a deep-learning processing unit (DLPU). 
�With AI-based masking, the application analyzes live video for human forms, and you can mask either humans, faces (moving and stationary), license plates, a combination, or the background. 

This functionality enables dynamic masking up to 10 frames per second.

It is applicable for indoor and outdoor scenes in places like manufacturing facilities, hospitals, elderly care homes, hotels, schools, offices and stores. 

It supports mosaic and solid color masking. Note that color transparency is not supported as with motion-based masking since there is no set background.

With AI-based masking, you can also schedule when the privacy application should be applied and removed. You may, for instance, want to remove privacy after hours and during weekends and use another edge-based analytics application, such as AXIS Object Analytics, instead. Scheduling can be done via a video management software such as AXIS Camera Station. �(Scheduling when the privacy application should be applied and removed is more relevant for AI-based masking than for motion-based masking since motion-based masking requires the setting of a background, which presents a risk if the appropriate background cannot be assured.)

[Click on video frame, which is automatically set to play in full screen. To make changes to the video settings, click on the image, select Playback in the menu.]















Zusammenfassung — Warum Axis

Innovation — Pionier damals und heute
Qualitat

Nachhaltigkeit

Cybersecurity

Zuverlassigkeit
Menschen & Kultur
Partnerschaft
Long-Term Fokus
Offenheit
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www.axis.com

COMHMUNICATIONS



www.axis.com
© 2023 Axis Communications AB. All rights reserved.
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